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Learning outcomes

The course aims to teach students:

* the integration of Internet of Things (loT) principles into
electrical vehicles (EVs),

* practical skills in sensor and actuator implementation,
exploring connectivity protocols,

* data analytics and machine learning (ML) applications
tailored for EVs,

e security and privacy issues in loT-enabled EVs.



Subject content

Introduction to loT and EVs (types, components, and architecture).
The convergence of IoT and EVs. The Internet of Vehicles (loV): Concepts, Technologies and Architectures.
Sensors and actuators used in EVs.

Integration of |0T sensors in EVs for real-time data acquisition.

loT-based communication system for EVs: communication protocols for loT devices in EVs.

Data analytics and machine learning within the context of EVs.

Vehicle data analysis for predictive maintenance and performance optimization.
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1. Introduction to loT and EVs

The integration of the Internet of Things (loT) into electric vehicles (EVs)
is altering modern transportation by providing enhanced connection,
real-time data exchange, and increased efficiency.

loT applications in EVs include Vehicle-to-Vehicle (V2V), Vehicle-to-
Infrastructure (V2I), and Vehicle-to-Cloud (V2C) connections, which
improve road safety, navigation, and energy management.

Key components of loT-enabled EVs include sensors, data processors,
connectivity modules, and user interfaces, which together enable
seamless communication and data-driven insights.

loT architecture in EVs includes edge devices (sensors and processors),
network connectivity, cloud storage, and analytics platforms. This layered
structure facilitates data flow, processing, and decision-making.

Integrating loT in EVs encourages sustainable transportation, optimizes
energy consumption, and improves the driving experience.

state of the EV industry
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Cons of EVs

Higher upfront cost

Limited driving range

Dependency on electricity grid
Battery degradation over time
Longer refuelling/recharging times

Limited charging infrastructure
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1. Introduction to loT and EVs

Top loT Applications in EVs:

* Vehicle connectivity: 0T technology collects real-time data on vehicle performance parameters, allowing
early detection of potential issues and predicting potential maintenance issues.

* Predictive maintenance: loT technology allows EVs to connect directly with charging stations, streamlining -
charging and automating the identification of the vehicle at the station, initiating the charging procedure, Iog oY oppRsasions b
and handling the billing process digitally.

* Energy management: loT systems can monitor and adjust energy usage in various vehicle components,
extending the vehicle’s range and optimizing the charging process.

* Fleet management: loT technology enables real-time tracking of both vehicle location and performance
metrics, allowing fleet managers to optimize vehicle routing based on current location, traffic conditions,
and vehicle status. BTG gmar gt

* Personalized user experience: loT in electric vehicles can provide custom in-car experiences, such as
learning and remembering the user’s preferred music choices or climate settings.

* EVcharging management: loT technology allows for the remote monitoring and management of EV
charging infrastructure, ensuring charging stations are available and functioning correctly when needed.

« Battery management: loT technology allows for real-time monitoring of the health and performance of an
EV’s battery, tracking temperature, voltage, current, and charge level.
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2. The convergence of loT and EVs:
The Internet of Vehicles (IoV)

* The integration of loT with EVs is the foundation of the Internet of Vehicles (loV), in which vehicles
communicate with one another, infrastructure, and cloud platforms to enable smarter, data-driven
mobility.

e loV concepts include Vehicle-to-Everything (V2X) communication, which involves interactions between
vehicles, infrastructure, and pedestrians, allowing for coordinated and safer transportation.
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2. The convergence of loT and EVs:
The Internet of Vehicles (IoV)

* loV's key technologies include 5G networks for
high-speed communication, edge computing for | ’
rapid data processing, and Al for real-time decision- o U (¢ temet ) | VQ NEANG, R
making, which transform EVs into intelligent, X — Enterprise Applications
connected systems.
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* The loV architecture is tiered, with sensing,
network, processing, and application levels. This
framework enables seamless data flow and
responsiveness across EV networks.

* loV improves traffic management, reduces energy
usage, and enhances user experience, making it a
critical step toward autonomous and efficient
smart mobility ecosystems.




3. Sensors and actuators used in EVs

e Sensors and actuators are essential elements of EVs, facilitating real-time monitoring, control, and
automation of many vehicle tasks to ensure maximum performance and safety.

* Key sensors include temperature sensors (battery and motor monitoring), proximity sensors
(obstacle detection), speed sensors, and current sensors (power management), providing critical
data for safe and efficient operation.

e Actuators in EVs govern physical motions such as braking, steering, and throttle. Common types
include electric motor actuators, brake actuators, and suspension actuators, which use sensor data
to improve vehicle control.

* Sensors and actuators collaborate in a feedback loop, in which sensors collect data that is then
processed by control systems to operate actuators. This mechanism supports EV features such as
autonomous driving and adaptive cruise control.

* Advanced sensors and actuators improve energy efficiency, increase safety, and help EVs run
smoothly, making them essential for both present and future smart vehicle systems.



4. Integration of loT sensors in EVs
for real-time data acquisition

* |loT sensors are essential to EVs because they
allow for constant data collection on
environmental factors, driver behavior, and Thermal S :
vehicle status, improving user experience, Management :
performance, and safety.
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5. loT-based communication system
for EVs

« Communication protocols are essential for loT-based EV systems, enabling seamless data exchange
between EVs, infrastructure, and cloud networks, and supporting efficient vehicle management and safety.

* Improved safety, energy management, and autonomous driving capabilities are made possible by
standardized communication protocols, which guarantee interoperability, security, and effective data flow in
EV networks.




5. loT-based communication system

for EVs

« Common protocols for loT devices in EVs include MQTT
(Message Queuing Telemetry Transport) for lightweight
data transmission, CoAP (Constrained Application
Protocol) for resource-constrained devices, and
HTTP/HTTPS for secure cloud communication.

* V2X support low-latency communication for applications
like collision avoidance, traffic signal coordination, and
pedestrian alerts.

* While 5G offers high-speed connectivity for real-time
communication with external devices and cloud systems,
protocols like Wi-Fi, and Bluetooth, are utilized for short-
range communication within EVs.

Category Tools
Communication Sensors, Actuators, Embedded Systems,
protocols OBD-Il Modules

Sommuricacn MQTT, CoAP, HTTP/HTTPS, OPC-UA

protocols

Connectivity 5G, LPWAN, Wi-Fi, Bluetooth Low Energy (BLE)
Cloud . AWS |oT, Microsoft Azure 10T, Google Cloud loT
computing

NoSQL (MongoDB), Time-Series Databases

Datastofage (InfluxDB), Cassandra

Geospatial

technologies GIS, GPS, Mapbox

Big data

s Apache Kafka, Apache Spark, Flink
processing

Usage

Collects real-time data from EV systems

Enables communication between loT devices
and cloud systems

Provides seamless connectivity for EVs
and loT networks

Scales data storage and processing for
large loT deployments

Stores unstructured and time-stamped
data from EV sensors for analysis

Provides real-time location tracking and route
optimization

Streaming of datasets generated by EVs
and loT devices



6. Data analytics and ML within the

context of EVs

* Data analytics and ML are crucial in improving
the performance, efficiency, and safety of EVs
by allowing for predictive insights and
autonomous decision-making.

* ML applications in EVs include predictive
maintenance, battery health monitoring, driver
behavior analysis, and route optimization, all of
which improve vehicle reliability and energy
efficiency.

* |oT sensor data is evaluated in real time using
edge or cloud computing platforms, allowing
EVs to respond quickly to changing situations
like traffic patterns or battery state.

Various types of vehicle-generated data can be used to:

Improve the driving Increase comfort for the
experience driver

Optimize product
and services

Contribute to societal goals
such as improving road safety
and reducing fuel consumption
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Most data generated by your car are
primary of a technical nature

They exist only temporarily, are used locally
within vehicle systems and never stored N




6. Data analytics and ML within the

context of EVs A
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7. Vehicle data analysis for predictive
maintenance and performance
optimization

* Predictive maintenance and performance optimization improve reliability, enhance user
experience, and support sustainable energy management, making EVs more efficient and cost-

effective over time.

* Data analysis in EVs enables predictive maintenance and performance optimization, which
reduces downtime, lowers costs, and increases vehicle lifespan.

* By evaluating real-time sensor data, predictive maintenance detects possible breakdowns
before they happen. This proactive strategy lowers unexpected breakdowns and maintenance

expenses.

* Vehicle data, such as battery health, motor performance, and driving patterns, is analyzed to
optimize energy usage, improve range, and enhance overall vehicle efficiency.






