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TCP/IP stack loT/wearable devices protocol stack
HTTP, ETP, SMTP Apﬁ’g)‘,’:‘:‘m MQTT, CoAP, AMPQ, XMPP
UDP, TCP ’ Transport | UDP
layer
— —=
IPv6, IPv4 Nf;)‘f;"r"‘ IPv6, 6LoPAN, RPL, thread
\ Y
Physical & data
Wi-Fi, Ethernet link layer Wi-Fi, ZigBee, BLE, cellular
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MQTT — Message Queuing Telemetry Transport +
Q ge Q 8 y p ﬁMQTT

https://mqtt.org/

CoAP - Constrained Application Protocol . CoAP

©  Constrained Application Protocol
(Web Protocol for loT)

https://coap.space/

XMPP - Extensible Messaging and Presence Protocol

https://xmpp.org/

AMQP - Advanced Message Queuing Protocol
https://www.amqgp.org/

WebSocket — for real-time communication

https://websocket.org/

DDS Data Distribution Service — for real-time systems a4 "W
INNOVATION
https://www.dds-foundation.org/ E/Ds 20 YEARS.
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MQTT — Message Queuing Telemetry Transport Q) MQTT

Use Cases of MQTT in Electric Vehicles

1. Battery Management System (BMS):
o Publish real-time data (e.g., battery temperature, voltage, state of charge).

o  Subscribe to commands (e.g., start/stop charging, adjust charging rate).

2. Charging Station Communication:
o  Monitor charging status and energy consumption.

o Send notifications (e.g., charging complete, fault detection).

3. Vehicle Telematics:
o  Transmit location, speed, and diagnostics data to a central server.

o Receive over-the-air (OTA) updates for firmware or software.

4. Grid Integration:
o  Communicate with smart grids for demand response and load balancing.

o Enable vehicle-to-grid (V2G) services.

5. Fleet Management:
o  Track and manage multiple EVs in real-time.

o Optimize routes and energy usage.
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MQTT-M ing Tel try T t <
Q essage Queuing Telemetry Transpor NMQTT

Key Features of MQTT for EV loT

1. Quality of Service (QoS) Levels:
o QoS 0: At most once delivery (no acknowledgment).

o QoS 1: At least once delivery (acknowledgment required).
o QoS 2: Exactly once delivery (quaranteed delivery).
2. Retained Messages: The broker stores the last message on a topic for new subscribers.
3. Last Will and Testament (LWT): Notifies subscribers if a device disconnects unexpectedly.

4. Security: Supports TLS/SSL encryption and authentication (username/password or certificates).
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MQTT — Message Queuing Telemetry Transport - Use Cases N MQTT
Ny

HiveMQ’s trusted MQTT platform HIVEMQ

Devices HiveMQ Platform
= o — HIVEMQ

HIVEMQ

CLIENT

Data Streaming
Kafka, Kinesis, Pub/Sub

Control Center

e &
oo —

. - Data Lake/Database
- S3, MongoDB, PostgreSQL

. ey
—> ¥ —>

HIVEMQ

S o Security
»x«i LDAP, OAUTH
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%J,C:D"? Custom Applications
SDK

Extension
HiveMQ Cloud SHIIfVEMQd
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https://www.hivemqg.com/products/maqtt-broker/
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NMQ
HIVEMQ
*HiveMQ: B\MIW Car-Sharing application relies on HiveMQ for reliable connectivity
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New generation of Internet of Vehicles (loV) systems
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CoAP - Constrained Application Protocol

Application Layer Protocols

Key Features of CoAP for EV loT

Request/Response Model:

1.
Supports GET, POST, PUT, and DELETE methods, similar to HTTP.

O
o Enables RESTful interactions with EV resources.

2. Low Latency:
Uses UDP for faster communication, ideal for real-time applications.

e}

O
4. Observe Mode:

o

O
Provides mechanisms for secure key exchange and device authentication.

o

6.

o
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=°u 5 B éL Constrained Application Protocol
(Web Protocol for loT)

3. Multicast Support:
Allows one-to-many communication, useful for broadcasting messages to multiple EVs or charging stations.

Enables clients to subscribe to resources and receive updates when they change (e.g., battery status updates).

5. Security:
Supports DTLS (Datagram Transport Layer Security) for encryption and authentication.

Efficient Message Format:
Uses a binary format for messages, reducing overhead compared to text-based protocols like HTTP.
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Use Cases of CoAP in Electric Vehicles

1. Battery Management System (BMS):
o Monitor battery parameters (e.g., temperature, voltage, state of charge) in real-time.

o Send commands to adjust charging rates or stop charging.

2. Charging Station Communication:
o Enable EVs to discover and interact with charging stations.

o  Monitor charging status and energy consumption.

3. Vehicle Telematics:
o Transmit diagnostic data (e.g., location, speed, battery health) to a central server.

o  Receive over-the-air (OTA) updates for firmware or software.

4. Grid Integration:
o Communicate with smart grids for demand response and load balancing.

o Enable vehicle-to-grid (V2G) services.

5. Fleet Management:
o Track and manage multiple EVs in real-time.

o  Optimize routes and energy usage.
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XMPP - Extensible Messaging and Presence Protocol ‘[

Key Features of XMPP for EV loT
XMMPP

1. Real-Time Messaging:
o Enables instant communication between EVs and charging stations.

o  Supports commands like start/stop charging, adjust charging rate, etc.

2. Presence Updates:
o Provides real-time status updates for EVs (e.g., charging, idle, fault).

o Allows charging stations to broadcast availability and status.

3. Extensibility (XEPs):
o  Custom extensions can be developed for EV-specific functionalities.

o  Example: XEP-0323 (loT - Sensor Data) for transmitting battery and vehicle data.

4. Security:
o  Ensures secure communication with TLS/SSL encryption.

o  Supports authentication mechanisms for EVs and charging stations.

5. Interoperability:
o Can integrate with other loT protocols (e.g., MQTT, CoAP) via gateways.
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XMPP - Extensible Messaging and Presence Protocol
Why XMPP is Suitable for loT in Electric Vehicles

XMPP
1. Real-Time Communication:
o Enables instant messaging between EVs, charging stations, and control systems.
o ldeal for real-time monitoring and control of EV systems.

2. Presence Information:
o Provides real-time status updates (e.g., online, offline, charging status) for EVs and charging stations.
3. Extensibility:

o  Supports XMPP Extension Protocols (XEPs), allowing customization for EV-specific use cases.

4. Decentralized Architecture:
o  Operates on a federated server model, ensuring scalability and robustness.

5. Interoperability:
o An open standard that works across different platforms and devices.

6. Security:
o  Supports TLS/SSL encryption and SASL authentication for secure communication.
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AMQP - Advanced Message Queuing Protocol

Key Features of AMQP for EV loT

1.

Kosovska Mitrovica Application Layer Protocols

Message Reliability:
o  Supports acknowledgments, transactions, and message persistence.

o Ensures no data loss during communication.

Flexible Routing:
o Uses exchanges to route messages based on topics, headers, or direct rules.

o Enables complex communication patterns (e.g., multicast, fan-out).

Interoperability:
o  Works across different platforms and programming languages.

o  Ensures seamless integration with loT and enterprise systems.

Scalability:
o Handles high message throughput, making it suitable for large EV fleets and charging networks.

Security:
o  Supports TLS/SSL encryption and SASL authentication.

o  Ensures secure communication between EVs, charging stations, and backend systems.
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AMQP - Advanced Message Queuing Protocol E AM Q P

Advanced Message Queuing Protocol

Why AMQP is Suitable for loT in Electric Vehicles

1. Reliability:
o  Ensures message delivery with features like acknowledgments, transactions, and persistence.

o ldeal for critical EV operations like charging and diagnostics.

2. Flexibility:
o Supports complex routing and messaging patterns (e.g., publish/subscribe, point-to-point).

o Can handle diverse EV use cases, from telematics to grid integration.

3. Interoperability:
o  An open standard that works across different platforms and devices.

o  Ensures seamless integration with existing loT and enterprise systems.

4. Scalability:
o Handles high volumes of messages, making it suitable for large-scale EV deployments.

5. Security:
o  Supports TLS/SSL encryption and SASL authentication for secure communication.
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Application Layer Protocols
WebSocket — for real-time communication

WebSocket
Key Features of WebSocket for EV loT m
1.

Full-Duplex Communication:

o Both client and server can send and receive data simultaneously.

o Enables real-time interaction between EVs and backend systems.

2. Low Overhead:

o  Minimal protocol overhead compared to HTTP or other polling mechanisms.

o Reduces latency and improves efficiency.

3. Persistent Connection:

o Asingle connection is maintained for the duration of the session.

o Eliminates the need for repeated connection setup.

4. Cross-Platform Support:

o  Works with web browsers, mobile apps, and loT devices.

o Ensures interoperability across different platforms.

5. Scalability:

o

Supports thousands of concurrent connections, making it suitable for large-scale EV deployments.
6. Security:

o Uses wss:// for encrypted communication, ensuring data privacy and integrity.
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Application Layer Protocols
WebSocket — for real-time communication

Web ket
Use Cases of WebSocket in EV loT m ebSocke
1.

Real-Time Monitoring:

o  Transmit real-time data (e.g., battery status, location, speed) from EVs to a central server.

Monitor charging progress and energy consumption.
2. Remote Control:

©

o

Send commands to EVs (e.g., start/stop charging, adjust charging rate).
o Control charging stations remotely.

3. Fleet Management:

o  Track and manage multiple EVs in real-time.

o  Optimize routes and energy usage.

4. Grid Integration:

o  Communicate with smart grids for demand response and load balancing.

o Enable vehicle-to-grid (V2G) services.

5. Emergency Alerts:

o  Send real-time alerts for faults, accidents, or low battery.

6. Over-the-Air (OTA) Updates:

o Push firmware or software updates to EVs in real-time.
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DDS Data Distribution Service — for real-time systems D/DE INNOVATION
« FOR OVER

Key Features of DDS for EV loT B EARS

1. Data-Centric Communication:
o Focuses on data rather than devices, enabling seamless data exchange between EVs and systems.

2. Quality of Service (QoS):
o Provides configurable policies for reliability, durability, latency, and bandwidth.

o Example: Ensure real-time delivery of critical battery data.

3. Decentralized Peer-to-Peer Model:
o Eliminates the need for a central broker, reducing latency and single points of failure.

4. Dynamic Discovery:
o  Automatically discovers publishers and subscribers in the network.

o  Simplifies deployment and management.

5. Interoperability:
o  Works across different platforms and programming languages.

o  Ensures seamless integration with existing systems.

6. Security:
o  Supports encryption, authentication, and access control for secure communication.
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1. Battery Management System (BMS): DDs ;’;ﬁ&‘gf
o  Transmit real-time battery data (e.g., temperature, voltage, state of charge). e
o  Receive commands for charging/discharging.
2. Vehicle Control Systems:
o Enable real-time communication between EV subsystems (e.g., motor control, braking, steering).
3. Charging Station Communication:
o Facilitate interaction between EVs and charging stations.
o  Monitor charging status and energy consumption.
4. Fleet Management:
o Track and manage multiple EVs in real-time.
o  Optimize routes and energy usage.
5. Grid Integration:
o Communicate with smart grids for demand response and load balancing.
o Enable vehicle-to-grid (V2G) services.
6. Telematics and Diagnostics:

o Transmit diagnostic data (e.g., location, speed, battery health) to a central server.

o  Receive over-the-air (OTA) updates for firmware or software.
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TCP (Transmission Control Protocol) — for reliable communication

https://www.ibm.com/docs/en/aix/7.2?topic=management-transmission-control-protocolinternet-protocol

UDP (User Datagram Protocol) — for low-latency, lightweight communication

https://www.erg.abdn.ac.uk/users/gorry/course/inet-pages/udp.html

DTLS (Datagram Transport Layer Security) — for secure communication

DTLS

Datagram TLS
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TCP (Transmission Control Protocol) — for reliable communication

Popular TCP Implementations for EV loT

1. Sockets API:
o A low-level API for TCP communication in various programming languages.

o Example: Python's socket library, Java's java.net package.

2. HTTP/HTTPS:
o Built on top of TCP, widely used for web-based communication.

o  Example: REST APIs for EV telematics and diagnostics.

3. MQTT over TCP:
o MQTT uses TCP as its transport layer, providing reliable messaging for loT.

4. WebSocket over TCP:
o WebSocket uses TCP for real-time, bidirectional communication.
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UDP (User Datagram Protocol) — for low-latency, lightweight communication

Use Cases of UDP in EV loT

1. Real-Time Telematics:
o  Transmit real-time vehicle data (e.g., location, speed, battery status) to a central server.

o ldeal for applications where occasional data loss is acceptable.

2. Sensor Data Streaming:
o  Stream high-frequency sensor data (e.g., temperature, voltage) from EVs to a cloud platform.
3. Charging Station Communication:

o Enable EVs to discover and interact with charging stations using multicast.

4. Fleet Management:
o Track and manage multiple EVs in real-time with low-latency updates.

5. Emergency Alerts:
o Send real-time alerts for faults, accidents, or low battery.

6. Over-the-Air (OTA) Updates:
o  Broadcast firmware or software updates to multiple EVs simultaneously.
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TCP Vs UDP Communication

TCP UDP
Sender Receiver
SYN ACK | 4
‘ -
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: TCP vs UDP _?‘
v Transport Protocol = h
' 4

° Used by Real-Time Applications

Slow due to features such as @ Fast because of minimal
flow control, error checking etc §

Higher overhead " o Low overhead compared to TCP
Guaranteed a No Guarantee of
Data Transmission Data Transmission
Advanced Error Checking and A
Correction
Connection Oriented Protocol ° Connectionless Protocol
Packet Reorder Mechanism x‘ No Reorder Mechanism

Flow Control 4’ No Flow Control

control mechanisms.

Basic Error Checking (Checksum)

Ol0 ByteBite @ByteBite101
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DTLS (Datagram Transport Layer Security) — for secure communication

DTLS is a critical security protocol for loT applications in electric vehicles, providing encryption,
authentication, and data integrity for datagram-based communication

Advantages of DTLS for EV loT

1. Security: Provides encryption, authentication, and data integrity for secure communication.

2. Low Latency: Designed for use with UDP, ensuring fast and efficient communication.

3. Interoperability: Based on the widely used TLS protocol, ensuring compatibility with existing systems.
4. Scalability: Handles large-scale deployments with high-frequency data transmission.
5

Reliability: Includes mechanisms for handling packet loss and reordering.
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IPv4 and IPv6

https://www.geeksforgeeks.org/differences-between-ipv4-and-ipv6/

LoWPAN - Pv6 over Low-Power Wireless Personal Area Netw ;)tm

https://www.mi.fu-berlin.de/inf/groups/ag-tech/teaching/2012- Ml Poscasi AD Pieticikia

13 WS/L 19528 Embedded Internet and the Internet of Things/06.pdf

RPL - Routing Protocol for Low-Power and Lossy Networks \(CR PL

https://www.geeksforgeeks.org/rpl-ipv6-routing-protocol/

Thread @ffHREAD
https://threadgroup.org/
LoRaWAN LoRaWAN-"

https://lora-alliance.org/
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IPv4 and IPv6
Deployed 1981 Deployed 1998
32-bit IP address 128-bit IP address
4.3 billion addresses 7.9x10%2 addresses
Addresses must be reused and masked Every device can have a unique address

Alphanumeric hexadecimal notation

50b2:6400:0000:0000:6¢c3a:b17d:0000:10a9
(Simplified - 50b2:6400::6¢c3a:b17d:0:10a9)

Numeric dot-decimal notation
192168.518

DHCP or manual configuration Supports autoconfiguration
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IPv4 and IPv6

Use Cases in EV loT

1.Large-Scale Deployments:

o |IPv6's vast address space supports the growing number of EVs, charging stations, and I0T
devices.

2.Direct Addressing:

o Eliminates the need for NAT, enabling direct communication between devices.
3.Real-Time Communication:

o |IPv6's efficient header structure reduces latency, making it ideal for real-time EV applications.
4.Grid Integration:

o Facilitates communication between EVs and smart grids for demand response and load
balancing.

5.0ver-the-Air (OTA) Updates:

o Enables secure and efficient OTA updates for EVs and charging stations.
6.Fleet Management:

o Supports real-time tracking and management of large EV fleets.
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IPv4 and IPv6

While IPv4 is still widely used in 10T for electric vehicles, its limitations in address space, efficiency,
and security make it less suitable for large-scale deployments.

IPv6, with its vast address space, improved efficiency, and built-in security, is increasingly favored
for EV loT applications.

Partnership for Promotion and Popularization of Electrical Mobility through Transformation and

Modernization of WB HEls Study Programs / PELMOB



a ’ Internet of Things for Electric Vehicle i
e European Union
Applications of IoT in Electric Vehicles 7 FACULTY OF
PE L“O' pp —II I\— TECHNICAL SCIENCES
\ll KOSOVSKA MITROVICA

University of Pristina
2%%1 Kosovska Mitrovica Network Layer Protocols

6LoWPAN (IPv6 over Low-Power Wireless Personal Area Netw .{

Low

IPvé-based Low-power
Wireless Personal Area Networks

6LoWPAN is Suitable for IoT in Electric Vehicles

1.IPv6 Support:

o Enables seamless integration with the Internet and other IPv6-based systems.

o Provides a virtually unlimited address space for large-scale EV deployments.
2.Low Power Consumption:

o Optimized for low-power devices, making it ideal for battery-operated EVs and sensors.
3.Efficient Communication:

o Compresses IPv6 packets to reduce overhead, ensuring efficient use of limited bandwidth.
4.Scalability:

o Supports large networks of devices, such as EV fleets and charging stations.
5.Interoperability:

o Works with existing IPv6 infrastructure and protocols, ensuring compatibility.
6.Mesh Networking:

o Supports mesh topologies, enabling robust and flexible communication in dynamic environments.
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RPL - Routing Protocol for Low-Power and Lossy Networks \(:R PL

Key Features of RPL for EV IoT

1.Distance-Vector Routing:

o Uses a distance-vector algorithm to determine the best paths for data transmission.
2.Self-Healing:

o Automatically repairs the network topology in case of device failures or changes.
3.IPv6 Support:

o Works with 6LOWPAN to enable IPv6 connectivity for low-power devices.
4.Energy Efficiency:

o Optimizes routing paths to minimize energy consumption, extending the battery life of devices.
5.Scalability:

o Supports large networks with thousands of devices, making it ideal for EV fleets and charging
stations.

6.Security:
o Can be combined with protocols like DTLS for secure communication.
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Thread
@ffHREAD

Key Features of Thread for EV IoT

1.IPv6 Compatibility:

o Enables direct communication with IPv6-based systems, such as cloud platforms and smart
grids.
2.Mesh Networking:

o Supports self-healing mesh networks, ensuring reliable communication even if some devices
falil.

3.Low Power Consumption:
o Optimized for battery-operated devices, ensuring long operational life.
4.Security:
o Uses AES-128 encryption and secure commissioning for device authentication.
o Ensures data privacy and integrity.
5.Scalability:
o Supports large networks of devices, making it ideal for EV fleets and charging stations.
6.Interoperability:
o Works with existing IPv6 infrastructure and protocols, ensuring compatibility.
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LoRaWAN (long-range wide area network) I:ébRaWA N®
=

Key Features of LoRaWAN for EV loT

1.Long-Range Communication:

o Enables communication over large distances, reducing the need for dense infrastructure.
2.Low Power Consumption:

o Optimized for battery-operated devices, ensuring long operational life.
3.Scalability:
o Supports large networks with thousands of devices, making it ideal for EV fleets and charging
stations.
4.Secure Communication:

o Provides end-to-end encryption (AES-128) for secure data transmission.
5.Adaptive Data Rate (ADR):
o Adjusts the data rate based on network conditions, optimizing performance and power
consumption.
6.Interoperability:
o An open standard supported by the LoRa Alliance, ensuring compatibility across devices and
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ISA100.11a (6loWPAN)
EnOcean
Plus more

* Wi-SUN (6LoWPAN)
+ ZigBee-NAN (6LoWPAN)
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}%{ . Wireless IoT connectivity technologies
*  Bluetooth LE
*  ZigBee
« NFC(EMV) | Thgread (6LoWPAM) * 802.11a/b/n/ac
RFID +  Z-Wave *  802.11af (white space)
? M o 802.11ah & 802.11p

* Cellular
* 2G/3G/AG
* LTE-MTC
« 5G in the future
* Low Power Wide Area
(LPWAN)
* SIGFOX
* LoRa
* Telensa

Contact range ; . * PIC
(0-10.meter) > Short tnge 'Shor/Mediumrange:  Medium range | Long range | * Plus more
—_~_(10-100 meter) » (100-1000 meter) ' (*5-10km) :  (upto 100 km)

>

Wireless Personal
Area Network

(WPAN)

https://www.scirp.org/journal/Paperinformation?paperlD=65802&
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Data Link Layers
Contact Range

NFC and RFID (Short Range, Low Data Rate, Low Power) NF)C)

https://www.integrasources.com/blog/differences-between-rfid-and-nfc-systems-their-applications-
and-alternatives/
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Contact Range

Data Link Layers l\)))
NFC
NFC and RFID (Short Range, Low Data Rate, Low Power)

NFC (Near Field Communication) offers a set of communication protocols and technologies
using electromagnetic fields that enable simple and secure two-way interaction between

electronic devices.

*Range is very short, typically less than 10 cm, designed for close-proximity
communication (contactless payments, access control)

*Power consumption stays low, as NFC is intended for brief, short-range
interactions (mobile wallets, smart posters)

Data transfer rates reach up to 424 kbps, sufficient for exchanging small amounts
of data quickly (device pairing, authentication)
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Contact Range

NFC

NFC and RFID (Short Range, Low Data Rate, Low Power)

RFID NFC Bluetooth
Network type Point-to-point Point-to-point WPAN
Communication Unidirectional Bidirectional Bidirectional
Security Hardware and protocol level Hardware and protocol level  Protocol level
Range Upto 100 m <0.2m ~100 m (class 1)
Frequency LF/HF/UHF/Microwave 13.56 MHz 2.4-2.5 GHz
Bit rate Varies with frequency Up to 424 kbit/s 2.1 Mbit/s
Set-up time <0.1s <0.1s <bs
Power consumption Varies with frequency <15 mA Varies with class
Continuous sampling  No Yes Yes
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Contact Range NFC (Short Range, Low Data Rate, Low Power) N))

Near Field Communication (NFC) is a short-range wireless communication technology that enables NFC

data exchange between devices within close proximity, typically a few centimeters.

Key applications of NFC in the EV ecosystem:

1. Charging Station Access and Payment

>

>

Seamless Authentication: NFC can be used for quick and secure authentication at EV charging stations.
Users can simply tap their NFC-enabled device (such as a smartphone or a card) to initiate the charging
process.

Contactless Payments: NFC facilitates secure and convenient contactless payments for charging services,
eliminating the need for physical cash or cards.

2. Vehicle Access and Start

>

Keyless Entry: NFC can enable keyless entry to the EV. Users can unlock their vehicles by tapping an
NFC-enabled device or card on the car door.

Start/Stop Functionality: NFC can also be used to start and stop the vehicle, providing an additional
layer of convenience and security.
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3. Maintenance and Diagnostics NFC
»> Service Access: NFC can be used to grant service technicians access to the vehicle’s diagnostic
systems. This can streamline maintenance processes and ensure that only authorized personnel can
access sensitive information.
» Maintenance Logs: NFC tags can store maintenance logs and service history, making it easy for both

users and service providers to keep track of the vehicle’s upkeep.

4. Enhanced Security

>

Anti-Theft Measures: NFC can enhance vehicle security by requiring an NFC-enabled device or card to
unlock and start the vehicle, reducing the risk of theft.

Secure Data Transfer: NFC ensures secure data transfer between devices, which is crucial for sensitive
operations like payments and access control.
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N))

NFC

5. Integration with Smart Grids

» Demand Response: NFC can facilitate communication between EVs and smart grids, enabling demand
response programs where vehicles can be charged during off-peak hours based on signals from the grid.

» Energy Trading: NFC can support peer-to-peer energy trading, allowing EV owners to buy and sell
energy directly with other users or the grid.

6. Fleet Management

» Driver Authentication: For fleet operators, NFC can be used to authenticate drivers, ensuring that
only authorized personnel can operate the vehicles.

» Usage Tracking: NFC can help track vehicle usage and driver behavior, providing valuable data for
fleet management and optimization.
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for Fleet
Management

8. Fleet
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Contact R . . : N
ontact Range Radio-Frequency ldentification (RFID) ’@le
1.Vehicle & Driver Identification N—]

RFID tags can be attached to electric vehicles or held by drivers as RFID cards / key fobs to authenticate them
and allow for seamless charging.

1.Real-time Data Collection
Track electric vehicle usage, including charging times and patterns, which can be used to optimize charging

station placement and usage.

2.Accurate Billing
Charging stations can accurately track and bill electric vehicle users for their charging usage, reducing the risk of

errors or overcharging.

3.Increased Security
By ensuring only authorized users can access charging stations and by tracking vehicle usage, reducing the risk
of theft.

4.Scalability
Facilitates the deployment of large networks of charging stations and the management of large fleets of electric
vehicles.

5.Future-Proofing
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Data Link Layers
Contact Range RFID (Short Range, Low Data Rate, Low Power)

Radio-Frequency Identification (RFID) is a wireless technology that uses electromagnetic fields
to automatically identify and track tags attached to objects. In the Electric Vehicle (EV) ecosystem,
RFID can play a significant role in enhancing efficiency, security, and user experience.

RFID Smart Card
for EV Charging

_encstore.com
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Bluetooth (Short Range, High Data Rate, Low Power) Bluetooth® Low Energy

https://www.bluetooth.com/learn-about-bluetooth/key-attributes/range/

Z-Wave (Short Range, Low Data Rate, Low Power) "
fewave

https://www.techtarget.com/iotagenda/definition/Z-Wave
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Short Range GB Bluetooth
Bluetooth (and Bluetooth Low Energy - BLE)
Overview Bluetooth® Low Energy

*Frequency: 2.4 GHz ISM band.

*Range: Up to 100 meters (Class 1), typically 10-30 meters (Class
2).

*Power Consumption: Low (especially BLE).
*Data Rate: 1-3 Mbps (Bluetooth Classic), 125 Kbps-2 Mbps

@é@bases in EV IoT

1.In-Vehicle Connectivity:

o Connect smartphones, infotainment systems, and wearable devices to the EV.
2.Battery Management System (BMS):

o Transmit real-time battery data (e.g., temperature, voltage, state of charge) to a mobile app.
3.Charging Station Communication:

o Enable EVs to interact with nearby charging stations.
4.Diagnostics and Maintenance:

o Provide wireless access to EV diagnostics for maintenance and troubleshooting.
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Short Range ea Bluetooth

Bluetooth Low Energy (BLE) Tire Pressure Monitoring System
Bluetooth® Low Energy

Andro i 48105

Bluetooth

Smart TPMS -
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Short Range "~ €3 Bluetooth
BA100 Bluetooth 4.0 Auto Battery Monitoring System
Bluetooth® Low Energy

e - 5 Vgate BA100
" & H i 5 . .
Z (" = Real-Time Monitoring Battery Health Remote Battery Monitoring
Voltage Test Cranking Test Charging Test Trip Record Real-time monitoring battery voltage and health Smart Shunt300-A Bluetooth Battery Monitor for All Batteries

Save and playback monitoring historical data
Save test results

Battery TEST &




a Q Internet of Things for Electric Vehicle e
o the European Union
Applications of IoT in Electric Vehicles T FACULTY OF
PE Lmon pp _CI I} TECHNICAL SCIENCES
Uni itv of Pristi . . g ] KOSOVSKA MITROVICA
}%%7 . Protocols and Technologies in Physical and

Data Link Layers
Short Range

Z-Wave (Short Range, Low Data Rate, Low Power) r ‘QWAVE ¢

Z-Wave is Suitable for 10T in Electric Vehicles

1.Low Power Consumption:

o Optimized for battery-operated devices, making it ideal for EVs and sensors with limited power.
2.Reliability:

o Operates in the sub-1 GHz band (typically 908.42 MHz in the U.S.), reducing interference from other
wireless devices.

3.Mesh Networking:

o Supports self-healing mesh networks, improving reliability and coverage in dynamic environments.
4.Interoperability:

o Certified devices from different manufacturers work together seamlessly, ensuring compatibility.
5.Security:

o Provides AES-128 encryption for secure communication.
6.Ease of Use:

o Simple setup and configuration, making it user-friendly for EV applications.
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}%%7 . Wireless technologies, their bandwidth,
range, and power consumption
Cost: Low ® ® @ Hon

Data rate &
Power Consumption

100 MBps Cellular

5G
4G/LTE

1 MBps

100 KBps

Unlicensed LPWAN

¥ sigfox LoRawAN'

1 KBRS o s o s s R RG]

Range

10m 100 m 1 km 10 km

https://promwad.com/news/low-power-wireless-technologies
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Specifications authority

Standard
Frequency band
Data rate
Transmission range

Power consumption

Network topology

Security

Complexity

Cost

Application

Internet of Things for Electric Vehicle
Applications of IoT in Electric Vehicles

Bluetooth, WiFi and Zigbee

Short-range
€3 Bluetooth

Bluetooth Special Interest
Group (SIG)

Bluetooth

802.15.1
2.4 GHz

1-3 Mbps
Up to 100m

Very low

Ad hoc, point to point, star

62 bit, 128 bit

Very complex

Medium

Wireless audio streaming and
data transfer, smart wearables
and fitness trackers, beacon
networks

https://www.mokosmart.com/bluetooth-vs-wifi-vs-zigbee-which-is-better/

Medium Range
v )

IEEE Standards Association

WiFi

802.11

2.4 GHz and 5GHz
10-100+ Mbps

Up to 100m

High

Point to hub, ad hoc

Authentication service set ID
(SSID)

Complex

Low

Wireless local area network
connection, broadband Internet
access

Funded by
the European Union
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N
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di

Medium Range

Z

zigbee

Zigbee
Zigbee Alliance

802.15.4

2.4 GHz, 850 — 930 MHz
20-250 Kbps

Up to 100m

Low

Mesh, star, tree, ad hoc

128 bit AES and application
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Medium Range

Wi-Fi (Medium Range, High Data Rate, High Power)

Because Wi-Fi consumes a relatively higher energy compared to other technologies, it is
often overlooked for battery-operated devices, but its pervasiveness and low cost make it

a viable option for certain applications.

ZigBee (Medium Range, Low Data Rates, Low Power) zigbee

ZigBee-based networks are characterized by low-power consumption, low data rates (up to
250 kbps), and a line of sight connectivity range of up to 300 m, and 100 m for indoors.
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WiFi r
Overview

*Frequency: 2.4 GHz and 5 GHz bands.

*Range: Up to 100 meters (indoor), 300 meters (outdoor).
*Power Consumption: Moderate to high.

*Data Rate: Up to 1 Gbps (WiFi 6).

Use Cases in EV IoT

1.In-Vehicle Connectivity:

o Provide high-speed internet access for passengers and infotainment systems.
2.Charging Station Communication:

o Enable high-speed data exchange between EVs and charging stations.
3.0ver-the-Air (OTA) Updates:

o Facilitate fast and reliable firmware and software updates for EVs.
4.Fleet Management:

o Support real-time tracking and management of EV fleets.
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Overview
*Frequency: 2.4 GHz ISM band.

*Range: Up to 100 meters (line-of-sight).
*Power Consumption: Very low.
-Data Rate: 250 Kbps.

zigbee

Use Cases in EV IoT

1.Sensor Networks:

o Deploy low-power sensors in EVs and charging stations for monitoring and control.
2.Battery Management System (BMS):

o Transmit real-time battery data (e.g., temperature, voltage, state of charge) using Zigbee.
3.Charging Station Communication:

o Enable EVs to discover and interact with charging stations in a low-power, scalable manner.
4.Home Energy Management:

o Integrate EVs with home energy management systems for vehicle-to-home (V2H) services.
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LPWAN - Low Power Wide Area Networks
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LTE-M (LTE-Machine-to-Machine) is a low-power, wide-area network (LPWAN) technology
designed for 10T (Internet of Things) applications

LTE-M is Suitable for 10T in Electric Vehicles

1.Wide Coverage:

o Leverages existing LTE cellular networks, providing wide-area coverage for EVs and charging
stations.

2.Low Power Consumption:

o Optimized for battery-operated devices, ensuring long operational life for EVs and sensors.
3.Low Latency:

o Provides low-latency communication, making it ideal for real-time EV applications.
4.Reliability:

o Offers robust and reliable communication, even in challenging environments.
5.Scalability:

o Supports large networks with thousands of devices, making it ideal for EV fleets and charging
networks.

6.Security:
o Provides end-to-end encryption and authentication, ensuring secure data transmission.
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NB-loT (Narrowband Internet of Things) is an LPWAN radio technology standard developed

by 3GPP for connecting loT devices.
Key Features of NB-1oT for EV loT
1.Wide Coverage:

o Leverages existing cellular networks, providing wide-area coverage for EVs and charging
stations.

2.Low Power Consumption:

o Optimized for battery-operated devices, ensuring long operational life.
3.Cost-Effective:

o Low infrastructure costs and minimal maintenance requirements.
4.Reliability:

o Offers robust and reliable communication, even in challenging environments.
5.Scalability:

o Supports large networks with thousands of devices, making it ideal for EV fleets and
charging networks.

6.Security:

o Provides end-to-end encryption and authentication, ensuring secure data transmission.
7.Interoperability:
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LoRa (Long Range) and LoRaWAN (Long Range Wide Area Network) are wireless
communication technologies designed for 10T (Internet of Things) applications that require
low power, long range, and low data rates.

Key Features of LoRa and LoRaWAN for EV IoT

1.Long-Range Communication:
o Enables communication over large distances, reducing the need for dense infrastructure.
2.Low Power Consumption:
o Optimized for battery-operated devices, ensuring long operational life.
3.Scalability:
o Supports large networks with thousands of devices, making it ideal for EV fleets and charging
stations.
4.Secure Communication:
o Provides end-to-end encryption (AES-128) for secure data transmission.
5.Adaptive Data Rate (ADR):

o Adjusts the data rate based on network conditions, optimizing performance and power
consumption.
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LoRa (Long Range) vs LoRaWAN (Long Range Wide Area Network)
LoRa LoRaWAN
Technology type Physical layer modulation technique (CSS) Network layer communication protocol
Modulation Chirp Spread Spectrum Builds on LoRa PHY
Frequency Bands 433 MHz, 868 MHz, 915 MHz 433 MHz, 868 MHz, 915 MHz
Developer Developed by Semtech Managed by LoRa Alliance
Power Consumption Low power wireless connectivity Low power optimized for loT devices
Range Long range wireless modulation Long range leveraging LoRa
Data Rates Low Data Rates Low Data Rates
Bi-directional communications No Yes
Application Robust signal modulation LPWAN for loT/M2M
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Long Range  Sigfox (Long Range, Low Data Rate, Low Power)

Sigfox is a low-power, wide-area network (LPWAN) technology designed for 10T (Internet of Things)
applications that require low data rates, long-range communication, and minimal power consumption.

Advantages of Sigfox for EV loT

1. Long-Range Communication: Enables communication over large distances, reducing infrastructure
costs.

2. Low Power Consumption: Ideal for battery-operated EVs and sensors.

3. Cost-Effective: Low infrastructure costs and minimal maintenance requirements.

4. Scalability: Supports large networks with millions of devices.

5. Global Coverage: Operates in over 70 countries, providing global connectivity.

6. Secure Communication: Provides end-to-end encryption and device authentication.

7. Simple and Lightweight: Designed for small, infrequent data transmissions.
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Long Range cellular Technology (Long Range, High Data Rate, High Power)

Popular Cellular Technology Implementations for EV IoT

1.4G LTE 460:\1

1. Provides high-speed data transmission and wide-area coverage.
2. ldeal for real-time telematics, OTA updates, and infotainment systems.

) s 5G"

1. Offers ultra-high-speed data transmission and low latency.
2. ldeal for advanced applications like autonomous driving and real-time grid integration.
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Long Range cellular Technology (Long Range, High Data Rate, High Power)
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Theoretical Speeds / Latency (ie, in the lab)

Type of Network | Download Speed Upload Speed | Latency/Delay

LTE, original 150 Mbps 50 Mbps 10 msec
4G, original 600 Mbps 270 Mbps 10 msec
4G-LTE-Advanced 1 Gbps 500 Mbps 10 msec
5G 10 Gbps 1 Gbps 1 msec

Typical Speeds / Latency (US, speeds measured by OpenSignal in Q4, 2023)

Type of Network ] Download Speed ’ Upload Speed | Latency/Delay
4G 40-115 Mbps 6-12 Mbps
5G 125-205 Mbps 14-20 Mbps
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4G and loT Technology Empowers Smart EV Charging Stations
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4G LTE (Long-Term Evolution) is a widely adopted cellular technology that provides high-
speed data transmission, wide-area coverage, and reliable connectivity, making it an
excellent choice for 10T in Electric Vehicles (EVSs).

Popular 4G LTE Implementations for EV IoT

1. 4G LTE Modules
1. Modules from manufacturers like Qualcomm, Sierra Wireless, and u-blox provide 4G LTE
connectivity for 10T devices.
2. Suitable for EV telematics, charging stations, and fleet management.
2. Cellular 10T Platforms
1. Platforms like AWS IoT Core, Microsoft Azure 10T Hub, and Google Cloud IoT support 4G LTE
connectivity for loT applications.
3. Telematics Solutions
1. Companies like Geotab and Verizon Connect offer 4G LTE-based telematics solutions for fleet
management.
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Long Range cellular Technology (Long Range, High Data Rate, High Power)

5G LTE (Fifth Generation Long-Term Evolution) is the next evolution in cellular technology,
offering ultra-high-speed data transmission, ultra-low latency, and massive device connectivity. It is
particularly well-suited for IoT in Electric Vehicles (EVs) due to its ability to support advanced
applications like real-time telematics, autonomous driving, vehicle-to-everything (V2X) communication,

and seamless over-the-air (OTA) updates.
Popular 5G LTE Implementations for EV IoT

1. 5G LTE Modules

1. Modules from manufacturers like Qualcomm, Sierra Wireless, and u-blox provide 5G LTE
connectivity for 10T devices.
2. Suitable for EV telematics, charging stations, and fleet management.

2. Cellular 10T Platforms

1. Platforms like AWS IoT Core, Microsoft Azure IoT Hub, and Google Cloud loT support 5G LTE
connectivity for IoT applications.

3. Telematics Solutions

1. Companies like Geotab and Verizon Connect offer 5G LTE-based telematics solutions for fleet
management.
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1.Ultra-High Data Rates:
o Supports data rates of up to 10 Gbps (download) and 1 Gbps (upload), enabling real-time
communication and high-bandwidth applications.
2.Ultra-Low Latency:
o Provides latency as low as 1 ms, making it ideal for time-sensitive applications like autonomous driving
and V2X communication.
3.Massive Device Connectivity:
o Supports up to 1 million devices per square kilometer, making it ideal for large-scale EV fleets and
charging networks.
4.Wide Coverage:
o Leverages existing and new 5G LTE networks to provide wide-area coverage for EVs and charging
stations.
5.Reliability:
o Offers robust and reliable communication, even in challenging environments.
6.Security:

o Provides built-in encryption and authentication, ensuring secure data transmission.
7.Interoperability:
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Comparison with Other loT
Protocols
Feature 5G LTE 4G LTE LoRaWAN
10-15 km (up to 50 km 10-15 km (rural), 2-5 km
Range with mmWave) 07Ty (urban)
Power Consumption High High Low
Data Rate g:;i—)hlgh (Ygtoks High (up to 100 Mbps) Low (up to 50 kbps)
Latency Ultra-low (1 ms) Low (30-50 ms) High
Cost High High Low
High-speed, low-latency High-speed, high- Low-power, long-range
Use Case . . S
applications bandwidth applications | loT
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The choice of communication protocol for 10T in electric vehicles (EVs) depends on the specific use case,
requirements for range, data rate, power consumption, and scalability. Each protocol—whether
it's LoRaWAN, NB-IoT, 5G LTE, Bluetooth, Zigbee, Z-Wave, Sigfox, or WiFi—offers unique advantages
tailored to different aspects of EV operations.

Low-Power, Long-Range Protocols (LoRaWAN, NB-loT, Sigfox): Ideal for applications like fleet
management, charging station communication, and grid integration, where long-range connectivity and low
power consumption are critical.

*High-Speed, High-Bandwidth Protocols (4G LTE, 5G LTE, WiFi): Best suited for real-time telematics, over-
the-air (OTA) updates, infotainment systems, and autonomous driving, where high data rates and low latency
are essential.

*Short-Range, Low-Power Protocols (Bluetooth, Zigbee, Z-Wave): Perfect for in-vehicle connectivity,
battery management systems (BMS), and home energy management, where short-range communication and
low power consumption are prioritized.

Partnership for Promotion and Popularization of Electrical Mobility through Transformation and

Modernization of WB HEls Study Programs / PELMOB



Funded by
the European Union

a ’ Internet of Things for Electric Vehicle
Applications of IoT in Electric Vehicles

PELMOB 7'\ FACULTY OF

1 1 1 TECHNICAL SCIENCES

§75) University of Pristina Future Trends for IoT in the Electric Vehicles —\|.|7 TECHNICAL SCIENCES
)| Kosovska Mitrovica (EVS) Ecosystem

The Internet of Things (IoT) is playing a transformative role in the Electric Vehicle (EV) Ecosystem, enabling smarter,
more efficient, and connected transportation solutions. As the EV market continues to grow, IoT technologies are driving
innovation and shaping the future of mobility.

Benefits of 0T in the EV industry Ntz
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Kosovska Mitrovica (EVS) Ecosystem

1. Enhanced Vehicle Connectivity

» Trend: EVs will become increasingly connected, enabling real-time communication between vehicles,
infrastructure, and the cloud.

» Impact:
* Improved telematics for real-time monitoring of vehicle performance, battery health, and
diagnostics.

+ Seamless integration with smart devices and applications for remote control and monitoring.
* Enhanced user experience through personalized services (e.g., predictive maintenance, route
optimization).
LTI}
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2. Vehicle-to-Everything (V2X) Communication

» Trend: IoT will enable V2X communication, allowing EVs to interact with other vehicles (V2V),
infrastructure (V2I), the grid (V2G), and pedestrians (V2P).

» Impact:

* Improved road safety through real-time alerts and collision avoidance systems.
» Optimized traffic flow and reduced congestion via smart traffic management.

* Enhanced grid stability through vehicle-to-grid (V2G) integration, where EVs act as mobile energy
storage units.

Vehicle-to-network @ %chnoygr v

(V2N) Types of V2X communication
P @
vax | A @
VA7 \\N
V2P

/VZN
Vehicle-to-grid
=l

(V26)

Vehicle-to-infrastructure
(vai)

Vehicle-to-vehicle

(vav)

Vehicle-to-Everything (V2X) Communication:
Enhancing Road Safety and

""‘“"':;'zl;')d"“"“ Traffic Management

Vehicle-to-device

(V2D)

Partnership for Promotion and Popularization of Electrical Mobility through Transformation and

Modernization of WB HEls Study Programs / PELMOB



Funded by
the European Union

a Q Internet of Things for Electric Vehicle
Applications of IoT in Electric Vehicles

PE L“oa ,l\ FACULTY OF
0 : . TECHNICAL SCIENCES
575 Unifersity @t BRktine Future Trends for IoT in the Electric Vehicles —\|.|7 e e L e
)| Kosovska Mitrovica (EVS) Ecosystem

3. Autonomous and Semi-Autonomous Driving

>

>

Trend: loT will play a critical role in enabling autonomous and semi-autonomous driving by
providing real-time data from sensors, cameras, and connected infrastructure.

Impact:

* Increased safety and efficiency through advanced driver-assistance systems (ADAS).
* Reduced human error and improved traffic management.
« Enhanced mobility for elderly and disabled individuals.
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4. Smart Charging Infrastructure

>

>

Trend: 10T will enable smart charging solutions that optimize energy use, reduce costs, and improve
the charging experience.

Impact:

« Dynamic load balancing to prevent grid overload during peak charging times.
* Integration with renewable energy sources (e.g., solar, wind) for sustainable charging.
* Real-time availability and reservation of charging stations through mobile apps.

THE CASE OF SMART CHARGING

Peak load avoidance versus standard charging of electric vehicles (EVs), worldwide projection for 2040

EV fleet consumption profile during working days capacity reduction through smart charging
tandard charging
/\W mart charging
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5. Predictive Maintenance and Diagnostics

» Trend: loT will enable predictive maintenance by continuously monitoring vehicle components and
predicting failures before they occur.

» Impact:
* Reduced downtime and maintenance costs for EV owners and fleet operators.
« Improved vehicle reliability and longevity.
* Enhanced safety by identifying potential issues early.

[l

Ingest D E——— Transform and Analyse Deploy
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6. Over-the-Air (OTA) Updates

» Trend: |oT will enable OTA updates for EVs, allowing manufacturers to remotely update software and

firmware.
Over the air updates
» Impact:

—  EXPLAINED —

* Improved vehicle performance and security through regular updates
* Reduced need for physical service visits. Device
« Enhanced user experience with new features and functionalities.
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7. Energy Management and Grid Integration

» Trend: IoT will enable smart energy management by integrating EVs with the power grid and
renewable energy sources.

» Impact:

* Vehicle-to-grid (V2G) technology, allowing EVs to feed energy back into the grid during peak
demand.

* Optimized charging schedules based on energy prices and grid load.
* Increased use of renewable eneragy for EV charaina.
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8. Fleet Management and Shared Mobility

» Trend: IoT will revolutionize fleet management and shared mobility services (e.g., ride-sharing, car-

sharing).

» Impact:

* Real-time tracking and optimization of EV fleets for improved efficiency.
« Enhanced user experience through seamless booking, payment, and navigation.
* Reduced operational costs and environmental impact through optimized routing and energy use.

Key Benefits of IoT Technology in Fleet Management

Real-Time Vehicle
Remote Fleet e Monitoring
Real-time vehicle Connectivity
o

monitoring

Cost optimization

Smart Data e
Management @jm

Risk mitigation

Impeccable customer
service

Cost Savings

Remote data
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9. Enhanced User Experience

» Trend: IoT will enable a more personalized and connected user experience for EV drivers and
passengers.

» Impact:
* Integration with smart home systems for seamless charging and energy management.
» Personalized infotainment systems with real-time updates and recommendations.
* Enhanced safety features, such as emergency alerts and remote diagnostics.
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10. Data Analytics and Al Integration

» Trend: loT will enable advanced data analytics and Al integration to optimize EV operations and improve
decision-making.

» Impact:
Predictive analytics for battery health, range estimation, and energy consumption.

« Al-driven insights for optimizing charging schedules, routes, and fleet operations.
* Improved customer insights for automakers and service providers.

.
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How Al and IoT are Shaping the Future of Vehicle Tracking Systems
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11. Cybersecurity and Data Privacy

*Trend: As EVs become more connected, cybersecurity and data privacy will become critical focus
areas.

sImpact:
* Implementation of robust encryption and authentication protocols to protect data and
systems.
« Development of secure communication channels for V2X and |oT applications.

Enhanced user trust and compliance with data privacv requlations.
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12. Integration with Smart Cities
» Trend: |oT will enable EVs to integrate seamlessly with smart city infrastructure.

» Impact:

* Real-time communication with traffic lights, parking systems, and public transportation.
* Reduced emissions and improved air quality through optimized traffic flow and energy use.
* Enhanced urban mobility and quality of life for residents.
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13. Battery Swapping and Advanced Energy Storage
» Trend: loT will support battery swapping and advanced energy storage solutions for EVs.

» Impact:

» Faster "refueling” through automated battery swapping stations.
* Integration with renewable energy storage systems for grid support.
» Improved battery lifecycle management through IoT- enabled monitoring.
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